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In-house Legal's Expanding Role in Cybersecurity
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Forty percent of the 600 companies surveyed by the ACC Foundation for 2020 State of Cybersecurity
Report: An In-House Perspective suffered a data breach for that preceding year. In fact, the 600
companies averaged 24 cyber incidents in one year!

When asked who in the organization is primarily responsible for coordinating the response to a data
breach, the most common answer was the chief legal officer (CLO) for 21.2 percent of the
companies, up from only 4.6 percent in 2015.

It was not the head of information technology (IT), at 18.5 percent, not the chief information security
officer at 15.4 percent, and not the chief privacy officer at 9.4 percent.

With so much at risk, including damage to brand reputation, liability of data subjects, regulatory
action, loss of proprietary information, loss of business continuity, and potential executive liability, it is
no wonder that CLOs rank cybersecurity as the single most important issue facing their overall
business today (see other top findings from the 2022 ACC Chief Legal Officers Survey).

With so much at risk, including damage to brand reputation, liability of data subjects,
regulatory action, loss of proprietary information, loss of business continuity, and potential
executive liability, it is no wonder that CLOs rank cybersecurity as the single most important
issue facing their overall business today.


https://www.acc-foundation.com/
https://www.acc.com/2020-state-cybersecurity-report
https://www.acc.com/2020-state-cybersecurity-report
https://www.acc.com/sites/default/files/2022-01/ACC_CLO22_Flyer_Final_0.pdf

Responsibility for Coordinating the Response to a Personal Data Breach
Who in your organization is primarily responsible for coordinating the response to a personal data breach?
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Source: ACC Foundation: 2020 State of Cybersecurity Report, An In-house Perspective.

CLOs play an important role in cybersecurity

CLOs are not only looked to on a reactionary basis (once a data breach occurs, for example), but
they often play an integral role in developing the underlying risk-mitigation strategy for the
organization. Sixty-one percent of survey respondents say the legal department has a co-equal voice
in setting the company’s overall risk-mitigation strategy alongside IT and compliance, and 64 percent
of CLOs regularly report to the board of directors on cyber issues or, at minimum, do so on an ad hoc
basis.

In 2020, cybersecurity and privacy functions reported to the CLO in 18 percent of companies and this
percentage was even higher in the IT, professional services, financial, and insurance industries. Even
when the CLO does not directly oversee cyber, they are still either a part of an enterprise-level team
that has cyber responsibilities or are in a leadership role on that team in 71 percent of companies.

Even when the CLO does not directly oversee cyber, they are still either a part of an
enterprise-level team that has cyber responsibilities or are in a leadership role on that team in
71 percent of companies.

In cases where cybersecurity does report to the CLO, the company’s cybersecurity program tends to
take a more proactive risk-based approach (i.e., they search for methods to meet various risks
whether or not they are mandated by a regulatory requirement) rather than a more reactive
compliance-based approach (i.e., simply following the rules).

In-house counsel dedicated to cybersecurity are increasing

Thirty-six percent of departments say their legal department is spending more as a result of their
organization’s approach to cybersecurity and this has been increasing over time with only 23 percent
saying so in 2015. Although the majority of spending goes toward outside counsel, the percentage
allocated toward inside spend (e.g., in areas like personnel, training, and new systems) has also
been increasing over time from 21 percent of the legal budget in 2015 to 36 percent in 2020.



Departments with Increased Legal Spend as a Result of Cybersecurity Approach

Percentage of Departments that Increased Legal Percentage of Departments that Allocated
Spend as a Result of Approach to Cybersecurity Increased Legal Spend Primarily In-house

36% 36%

2015 2018 2020 2015 2018 2020
Source: ACC Foundation: State of Cybersecurity Report, 2015-2020.

This spending pattern aligns with what we are observing in hiring patterns. In 2020, 18 percent of
companies had at least one in-house lawyer with formal responsibilities related to cybersecurity
issues, a six-percentage point increase from 2015.

this lawyer (or group of lawyers) has not simply focused on a small number of specific
aspects of cybersecurity, but is responsible for coordinating cyberlaw strategy across the
entire enterprise.

In larger companies with 50 or more legal staff, this percentage jumped to 44 percent. In 60 percent
of those companies, this lawyer (or group of lawyers) has not simply focused on a small number of
specific aspects of cybersecurity, but is responsible for coordinating cyberlaw strategy across the
entire enterprise, including in areas such as incident response, supply chain concerns,
product/service development, labor/employment, regulatory compliance, legislative policy, and PR
crises. In most cases, these dedicated cyber lawyers are executive level lawyers.

Tell us about your law department's cybersecurity role

These are just a few of the many findings captured in the most recent iteration of the ACC
Foundation’s biannual State of Cybersecurity Survey. Check out the 2020 survey highlights.

The 2022 survey is open for participation from June 14 — 29, 2022, and we want to hear from you! In
addition to legal’s role in cybersecurity, the survey asks about cyber policies and practices, your
organization’s past data breach experiences, and different aspects of your organization’s approach
to risk management, particularly third-party vendor risk management.

Fill out the survey.

For questions or other information, contact: research@acc.com.
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https://accresearch.az1.qualtrics.com/jfe/form/SV_bdqjG7DVv7P9ym2?Campaign=06DDI
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Connect with in-house colleagues. Join ACC.

Disclaimer: The information in any resource in this website should not be construed as legal advice or
as a legal opinion on specific facts, and should not be considered representing the views of its
authors, its sponsors, and/or ACC. These resources are not intended as a definitive statement on the
subject addressed. Rather, they are intended to serve as a tool providing practical guidance and
references for the busy in-house practitioner and other readers.

Disclaimer: The information in any resource in this website should not be construed as legal advice or
as a legal opinion on specific facts, and should not be considered representing the views of its
authors, its sponsors, and/or ACC. These resources are not intended as a definitive statement on the
subject addressed. Rather, they are intended to serve as a tool providing practical guidance and
references for the busy in-house practitioner and other readers.
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Senior Director of Research and Business Intelligence

Association of Corporate Counsel

Dr. Blake Garcia is the Senior Director of Research and Business Intelligence at the Association of
Corporate Counsel (ACC), where he spearheads the growth and management of ACC'’s research
department. Over the past 10 years, Dr. Garcia has transformed ACC's research capabilities from a
limited member surveying unit into a multifaceted, full-service data hub that empowers the in-house
legal community. He has led numerous high-impact international surveys and developed data-driven
resources, products, and services that equip in-house counsel and legal operations professionals
with the insights they need to make strategic business decisions.

Dr. Garcia has published several peer-reviewed articles in scientific journals applying statistical and
experimental methodologies and has taught several college courses on quantitative research in the
social sciences. He has a Ph.D. in political science from Texas A&M University and a B.A. in
international politics from The Pennsylvania State University.

Connect on LinkedIn


http://www.linkedin.com/in/blake-garcia-38891724
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